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Agenda

• Top IT Headlines: Web 2.0, Cloud, Cyber Security

• Top Security Headlines: Privacy, Compliance, IP

• Practices and Focus

• Way Forward



“Allow myself to introduce myself”

- Austin Powers, Baby



My contribution: 5 pages



My Contribution: 1 Chapter





Coming Soon to a Store Near You!



<Insert Picture Here>

Top IT Headlines



What is Web 2.0?
How Does it Apply to an Enterprise?



Web2.0: Influencing Behavior and
Technology



Interactions Blog: Reflecting the collective
conscience

Collaboration Wikis: Fully collaborative
knowledge creation – self-

built, self-managed
Social

Sharing &
Organization

Folksonomies/Tags: Track
interests and share with others

– relevant information found
intuitively

Socialization Organize and connect to
others with purpose

Information
dissemination

RSS: Instant and channel
subscriptions done simply

Communication Private one-on-one or group
interactions

Virtual
Worlds

Meet and interact with others
in various (artificial) contexts

Web 2.0 Tools & Technologies



Entertainment Media sharing and distribution
to any device

Business
models

Indirect partner and referral
revenues – Prosumers, SAS,
Perpetual betas, Open-source

Information
assembly

Mashups: Combining data
artifacts into new information
correlations and summaries

Information
representation

RIA: Rich experiences in a
single representation; AJAX:
Dynamic, updated, standards

Web 2.0 Tools & Technologies
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Web 2.0 in a Nutshell

• Extreme socialization and interactions

• Communities of Collaboration

• The Web as an interactive platform

















Challenges to Web 2.0 in the Enterprise

• Will it compromise security?

• Will it give disgruntled
employees a public forum?

• What about compliance,
regulations?

• What about mounting costs
for storage, power and
space?

IT can enable Web 2.0 while
maintaining control

• How do you manage related,
yet disparate products?

• How mature are the
technologies?

• Can we trust the small
vendors to survive?

• Will it scale?



Computing Architecture v4.0



Home Computing Today
37,864



Cloud Computing Example



Benefits to the Cloud

1. Simplification
• Software
• Hardware
• Backups

2. Costs

3. Sharing & Collaboration



In business, who is the biggest benefactor?



Enterprise Cloud Example
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PS BI Shared demo environment

Administration Client

EC2 Command line tools

Putty

VNC client

Elasticfox (Firefox plugin) – GUI to manage EC2 instances

S3 Organizer (Firefox plugin) – GUI to manage files in S3
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Firewall

All ports closed be default

Must manually open any port you wish to use

EC2 Command line or Elasticfox

The following are open on my system:

Both Boxes: 22 (SSH), 5901 (VNC)

BI Box: 80 (APEX, BI, Mapviewer)

PS BI Shared demo environment
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Servers

2 Small Instances (1 Database, 1 BI EE)

Static External IP address and hostname
(elastic IP) for BI only

Single CPU, 1.7 GB RAM, 150 GB internal
storage

PS BI Shared demo environment
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Elastic Block Storage

10 GB for software binaries – might be
cheaper to just download each time you
need it

10 GB for database data files and flash
recovery area

5 GB for BI metadata and cache

PS BI Shared demo environment
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S3 Storage

2 AMIs (database and BI)

Backups of EBS volumes

Could do database backups here as well

PS BI Shared demo environment
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Instance Types
• Standard Instances

- Instances of this family are well suited for most
applications.

• Small Instance (default)*
1.7 GB memory
1 EC2 Compute Unit (1 virtual core with 1 EC2
Compute Unit)
160 GB instance storage (150 GB plus 10 GB root
partition)
32-bit platform
I/O Performance: Moderate
Price: $0.10 per instance hour $75/month*

• Large Instance
7.5 GB memory
4 EC2 Compute Units (2 virtual cores with 2 EC2
Compute Units each)
850 GB instance storage (2×420 GB plus 10 GB
root partition)
64-bit platform
I/O Performance: High
Price: $0.40 per instance hour $300/month*

• Extra Large Instance
15 GB memory 8 EC2 Compute Units (4 virtual
cores with 2 EC2 Compute Units each)
1,690 GB instance storage (4×420 GB plus 10 GB
root partition)
64-bit platform
I/O Performance: High
Price: $0.80 per instance hour $600/month*

• High-CPU Instances
• Instances of this family have proportionally

more CPU resources than memory (RAM)
and are well suited for compute-intensive
applications.

• High-CPU Medium Instance
1.7 GB of memory
5 EC2 Compute Units (2 virtual cores with 2.5 EC2
Compute Units each)
350 GB of instance storage
32-bit platform
I/O Performance: Moderate
Price: $0.20 per instance hour $150/month*

• High-CPU Extra Large Instance
7 GB of memory
20 EC2 Compute Units (8 virtual cores with 2.5
EC2 Compute Units each)
1690 GB of instance storage
64-bit platform
I/O Performance: High
Price: $0.80 per instance hour $600/month*

*Includes server fee only. IO, AMI storage, EBS
fees also apply



34

Pricing Calculator – 2 servers full time, 2 AMIs
(http://calculator.s3.amazonaws.com/calc5.html)

BI Demo Environment < $200/month



Cloud Computing Summary

• Changes software development processes
• Biggest impact on IT
• Developers impacted -> Tech Bus. Dev -> Users

• Allows new levels of developmental collaboration

• Direct costs measurements changes economics of
computing
• This will make it succeed

• Security, availability, reliability
• These could make it fail
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Top Security Headlines



Cyber Security



Breaches Common Front Page News



Publicly Available = Public Exposure



Enterprise Security Challenges

Legacy Tech

Security Silos

Compliance
Global
Threats
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Practices & Focal Points



David C. Knox
Senior Director

National Security Group

Oracle U.S.A., Inc.

Earth

Milky Way

Who…

Identification & Authentication



Has Access to What…

Authorizations



From Where

41D



When

Access Controls



and How…

Auditing



So why is this so hard?



Passwords

Authentication tool that, when properly
implemented, drives growth at the help

desk



Password Policy Example

• Cannot be similar to user’s name
• Cannot be easily guessable
• Must be at least 12 characters in length
• Contains upper and lower case characters
• Contains at least one special character
• Contains at least one number
• Rotated every 14 days
• Cannot be re-used for 5 years

My current password:

“This1is2Hard!”



Balancing the Business

Usability

PerformanceSecurity

x

Need flexibility to adjust to current situationBest Case: Accommodate all requirements



Security Tenets

• Security has to be built in to the system, not
bolted on afterwards



Security Tenets

• Defense in depth
– Security in layers for higher assurance



Security Tenets

• Abide by the least-privilege principle

Create Session

Alter Session

Drop Table

Create Table

Create Procedure

Create View

Create Sequence
Create Synonym



Security Tenets

• Abide by the least-privilege principle

Create Session

Alter Session

Drop Table

Create Table

Create Procedure

Create View

Create Sequence
Create Synonym



Strategy- Abide by Least Privileges

• Tighter Controls

• Realms of Responsibility

• Limitation of privileges



Security Tenets

• Be proactive



IT Landscape

Employees
Customers
Partners

Directories

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Databases

Data
Warehouses

Unstructured
Content

Presentation
Tier
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Logic
(Business)

Tier Data
Tier



Presentation Tier

Employees
Customers
Partners

Logic
(Business)

Tier

Presentation
Tier

Data
Tier

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Presentation Tier
This Includes Web Servers, Fat
Clients and Externally exposed

web services

Databases

Directories

Data
Warehouses

Unstructured
Content



Employees
Customers
Partners

Logic
(Business)

Tier

Presentation
Tier

Data
Tier

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Presentation Tier Solutions

Databases

Directories

Data
Warehouses

Unstructured
Content

Risk-Based Authentication
 Deploy Online Fraud Detection

 Use stronger forms of
Authentication than a password
like software authenticators

Self Service
Deploy web-based, self-help tools
for Password Reset, Registration

and Account Administration

Centralize Authorization
Centralize the protection of
your Web Applications AND

Web Services

Single Sign On
Simplify User Access with SSO:

1. Web-based Apps

2. Client / Server-based
Apps

3. Partners with Federation



Employees
Customers
Partners

Logic
(Business)

Tier

Presentation
Tier

Data
Tier

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Logic (Business) Tier
This Includes Packaged Applications,
Application Servers, Mainframes, Email

Servers and File Servers as well as
internal web services

Logic (Business) Tier

Databases

Directories

Data
Warehouses

Unstructured
Content



Employees
Customers
Partners

Logic
(Business)

Tier

Presentation
Tier

Data
Tier

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Logic (Business) Tier Solutions

Databases

Directories

Data
Warehouses

Unstructured
Content

Identity Management

Automate On-Boarding,
Off-Boarding and User
Change based HR data

Enterprise-Level Role
Management

Mine, create and manage roles at
an “Enterprise Level” spanning

many applications

Password Management

Reduce the number of
passwords by

synchronizing them
across systems

Identity Audit/Governance

Use a integrated, web-based
system to:

• Quickly tell you “Who
Has (and Had) access to
what?”

• Allows you to schedule
and delegate attestation
of user entitlements

• Notifies you about rogue
accounts



Employees
Customers
Partners

Logic
(Business)

Tier

Presentation
Tier

Data
Tier

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Data Tier

Data Tier
This Includes Oracle and Non-Oracle
Databases, Directories, File Shares,

etc

Databases

Directories

Data
Warehouses

Unstructured
Content



Employees
Customers
Partners

Logic
(Business)

Tier

Presentation
Tier

Data
Tier

Web
Servers

Packaged Apps
(PSFT, EBS,

Hyperion, Siebel,
SAP)

BI and
Content

Management

Portal
and App
Servers

Email /
File

Servers

Mainframe

Web
Services

(External)
Web

Services
(Internal)

Data Tier Solutions

Databases

Directories

Data
Warehouses

Unstructured
Content

Encryption

Secure your data
with integrated,

tested and
proven database

options

Database User Management

Externalize and Centralize
users and passwords for

database users in existing
directories (like AD)

Access Control

Lock Down access
to ANY Oracle
Database data

• Credit cards,

• Employee Data

from unauthorized
access…even the

DBA

Lots of Data Stores,
Need a Common View

Create a single “Virtual” LDAP
view of heterogeneous data
stores (Directories, Database
Tables, Web services)
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What’s Hot



Services

User Interfaces Delegated
Admin

User
Self Service

Provisioning Manager

System
Admin

Reporting
Auditing

Password
Management

Task
Queues

Scheduler

Security

Permissions

Views

Who / What
• User Profiles
• Resources
• Access Policies
• Business Workflow Processes
• Rules Builder
• Form and Process Designer

Provisioning Server
How
• Automation Engine
• Business Process Engine
• Request Manager
• State Machine
• Rollback / Recovery Processor

Adapter Factory

Integration of:
• Enterprise Business Rules
• Enterprise Target Resources

Reconciliation Engine
• Real Time or Scheduled
• Bulk Imports
• External Data Monitoring
• Consistency Checking

API

Oracle Identity Manager



Oracle Virtual Directory

• LDAP interface to non-
directory data including
databases and Web
Services

• Abstraction layer to
scattered data



Oracle Entitlements Server

Oracle Entitlements Server

Custom Apps

Access

Check

Services

Packaged Apps

Databases
Entitlement Data

Identity
Directories

Request

Grant

Deny

Users

Oracle Entitlements Server (OES) is a Fine-Grained
Entitlements Management Solution that provides
centralized policy management and distributed, runtime
policy enforcement for applications and SOA



OAAM Authenticator
Key Capabilities

• Mutual authentication via
personalized images

• Virtual authenticator
• Protect passwords
• PINs
• Challenge questions

• Control & randomize
placement of authenticators in
the browser



Oracle Access Management Suite 10g

Entitlements Server Adaptive Access
Manager

Access Manager Identity Federation

• Entitlements
Management

• Fine Grained
Authorization

• Web Access
Control

• Single Sign-On

• Cross Domain
SSO

• Identity
Federation

• Risk-based
Authentication

• Real-time Fraud
Prevention



Database Vault

HR

Financials

Custom
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Adaptive Security: Rules & Factors

• Rules enforce access based on factors

• Factors can be anything

• Rules validate all factors before allowing access

Analysis

Rule 1: Access from secure loc. = All Privileges

Rule 2: “Off hours” = Read, Insert

Rule 3: Less secure

connectivity = Read Only
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Oracle Database Vault
Built-In Factors Overview

• User Factors
• Name
• Authentication type
• Session User
• Proxy Identity

• Network Factors
• Machine name
• Client IP
• Network Protocols

• Extensible
• Define custom factors

• Database Factors
• Database IP
• Database Instance
• Database Hostname
• Database SID

• Runtime Factors
• Language
• Date
• Time



Oracle Label Security

Unit A

Director

User

Levels

+ Comp.

+ Groups

Vice President

Unit B Unit C

Planning, Execution Planning, Execution Planning, Execution



SCOTT

20SCOTT

ASSET_ID

3000

NULL

300020SCOTT

SMITH

JONES

20

20

1250

2500

Column Masking

Column Security

3000

NULL

3000

When Column is queried, security policy fires and strips sensitive

column data for affected rows

Policy on ASSET_ID Column: Name = User
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Data Masking
Oracle Enterprise Manager

• Automates production data
masking
• Easily mask existing

application data
• No impact on production

database

• Built-in data relationship
discovery
• Use foreign key definitions
• Define custom data

relationships

LAST_NAME SSN SALARY

AGUILAR 203-33-3234 40,000

BENSON 323-22-2943 60,000

LAST_NAME SSN SALARY

ANSKEKSL 111—23-1111 40,000

BKJHHEIEDK 111-34-1345 60,000

Cloned
Database

Production
Database



Data

Written

To Disk

Automatically

Encrypted

Data

Automatically

Decrypted

Through

SQL Interface

TransparentTransparent
DataData

EncryptionEncryption

Oracle Advanced Security
Encryption and Strong Authentication Services

Transparent Data Encryption

With RMAN Can Encrypt

Entire Backups Sent to Disk

NetworkNetwork
EncryptionEncryption

StrongStrong
AuthenticationAuthentication

(Integrate with HSPD(Integrate with HSPD--12)12)



Oracle Audit Vault
Database-wide auditing solution for compliance
& insider threat

• Compliance Auditing
• Built-in reports
• Published data warehouse
• Configurable Alerts
• Manage audit settings

• Detect and Prevent Insider Threats
• Detect suspicious activity early
• Escalate auditing as needed

• Protect and Secure valuable audit
data
• Consolidate and eliminate audit silos
• Investigations and remediation

(Breach notification laws)

Oracle
Database

(9i,
10g…)_

EBS, Siebel,

Peoplesoft,
SAP

(Future)

Secure

Audit

Warehouse

Monitor

Report

Alert

Non-
Oracle

DB

(Future)
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Way Ahead



Enterprise Security
Core Requirements

• Security must provide

• End to end security

• Contextual and adaptive access controls

• Manageability within enterprise IT infrastructure

• Simplified, yet robust protection



Data

Defense in Depth

Privacy &
integrity of

data

Comprehensive
auditing

Privacy &
integrity of

communications



Network

Users

Authenticate Access
control

KNOX 12029

KYTE 17045

CAREY 12032

HOECHST 18029

PIERMAR 17170

SCOTT 14220

KING 18031













Org 10

Org 20

Admin

Org 30



The Plan

• Secure Information at its source
• Protect from Administrators/Super-users abuse

• Create a Security Infrastructure
• Identity Management
• Access Management
• Provisioning

• Extend security to new business models
• Share data and collaborate securely
• Link it all together

• Databases, E-Business Applications, Custom Applications

• Audit and Report



Questions & Answers?



The preceding is intended to outline our general
product direction. It is intended for information

purposes only, and may not be incorporated into any
contract. It is not a commitment to deliver any

material, code, or functionality, and should not be
relied upon in making purchasing decisions.
The development, release, and timing of any

features or functionality described for Oracle’s
products remains at the sole discretion of Oracle.
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Closing Thoughts



Data Warehouse

Data Management
Oracle Data Integrator (ETL)

Security

Identity

Management

Audit

Vault

Database

Vault

Label

Security

Encryption

BPM & BPEL

Web Center Portal
Business

Intelligence

Reports

Wikis

BLOGS

RSS, Tags

Enterprise

Mashups

Web Services

Security

Applications Integration Architecture
COTS Web Services

Custom

Web

Services

Business Activity Monitoring

SOA

Governance

SOA

Registry

SOA
Repository



Auditor “Low Hanging Fruit” in IT

• Orphaned Accounts
• Separation of duties
• Integrity of audit data
• Role-based access control

So…some common threads for ORCL

• Centralize user and access mgt.
• Privileges controls
• Least-privilege
• Audit integrity and reporting



Q4 Call to Action
Leveraging Oracle

• Add End-2-End Security to every ECM discussion
• “Protect Your Assets, Brand, Customers”
• Cross-sell and Up-sell

• When your hear issues, bring in the experts
• Regional SC’s for initial discovery
• Security Pillar SC’s for deeper dives



Enterprise Security Trends
Externalize Security From Business Applications

Authentication

Entitlements

Authorizations

Identities

Attributes



Enterprise Security Trends
Centralize Business & Security Policies



Enterprise Security Trends
Evolve to Multi-tier, Multi-domain Deployments

Network Data

Operating
Systems

Application
s

Web



Enterprise Security Trends
Protect Against Continued Global Threats

External Internal

Phishing

Malware

Trojans

Botnets

Misuse

Rogue code

Weak policy

Perimeter


